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CONFIDENTIAL MILAN 1992 
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TAGS: PINS, EV, TU, IT 

SUBJECT: AIRPORT SECURITY AT MILAN MALPENSA 

REF ROME 14492 

SUMMARY: A SURVEY OF AIRPORT SECURITY AT MILAN'S MAPENSA 
AIRPORT REVEALS A NUMBER OF DEFICIENCIES. MALPENSA HANDLES 
MOST TRANSATLANTIC TRAFFIC AND IS SERVED BY TWA FOR PASSENGER 
SERVICE AS WELL AS SEABOARD & WESTERN FOR FREIGHT. END 
SUMMARY. 

2. AN EXPEREINCED DEA POLICE OFFICER ON THE CONSULATE STAFF HAS 
INTERVIEWED THE TWA MANAGER AT MALPENSA AND VISITED THE 
SECURITY AREA IN ORDER TO RESPOND TO ROME'S SUGGESTION THAT WE 
OFFER AN ASSESSMENT OF AIPORT SECURITY AT MALPENSA (REFTEL 
PARAGRAPH 7). 

3. METAL DETECTORS ARE USED TO SCREEN ALL DEPARTING PASSENGERS 
BEFORE ENTERING THE SANITIZED AREA. HOWEVER, ALL HAND-HELD 
ITEMS AND CARRY-ON LUGGAGE MUST BE PHYSICALLY EXAMINED BY A 
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SECURITY OFFICER THIS IS A SLOW PROCESS AND OFTEN LEADS TO LONG 
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DELAYS DURING PEAK DEPARTURE PERIODS. THIS MAY CAUSE THE 
SEARCHES TO BE SOMEWHAT HURRIED AND LESS THOROUGH. TWA AND 
OTHER AIRLINES OPERATING AT MALPENSA WOULD WELCOME THE 
INSTALLATION OF X-RAY EQUIPMENT. WE HAVE NO INFORMATION ABOUT 
PLANS FOR SUCH INSTALLATION. 

4. THERE IS ALSO A WEAKNESS CAUSED BY THE LACK OF A FEMALE 
SECURITY OFFICER. IF A FEMALE PASSENGER ACTIVATES THE 
METAL DETECTOR AND IS UNABLE TO JUSTIFY THE PRESENCE OF AN 
ABNORMAL AMOUNT OF METAL ON HER PERSON, A FEMALE AIRLINE 
EMPLOYEE MUST BE SUMMONED TO CONDUCT A PHYSICAL SEARCH. 

THIS ADDITIONAL DELAY IS AN ADDED INCENTIVE TO LESS THOROUGH 
SECURITY PROCEDURES. MOREOVER, ONLY TWO OF THE FOUR BOOTHS 
PROVIDED TO INSPECT THE CARRY-ON LUGGAGE ARE EVER IN SIMUL- 
TANEOUS USE. THIS IS APPARENTLY BECAUSE OF A SHORTAGE OF POLICE 
PROVIDED BY THE PUBLICA SICUREZZA. 

5. SECURITY AT THE AIRPORT IS THE JOINT RESPONSIBILITY OF THE 
PUBBLICA SICUREZZA (PASSPORT CONTROL AND PASSENGER SCREENING) 
AS WELL AS THE CARABINIERI AND GUARDIA DI FINANZA. 

6. IT WOULD ALSO SEEM THAT THERE IS NO REQUIREMENT THAT 
SERVICE OR OTHER AIRPORT PERSONNEL ENTERING THE SANITIZED OR 
SECURE TRANSIT AREA WEAR OR DISPLAY IDENTIFICATION BADGES. 

THE SECURITY OFFICER WHO CONTROLS ACCESS SEEMS TO RELY ON 
PERSONAL RECOGNITION. 

HOWEVER, I HAVE ON MORE THAN ONE OCCASION USED THE SERVICE 
ENTRANCE TO THE SANITIZED ARE WITHOUT BEING CHALLENGED AT 
ALL OR EVEN HAVING SEEN A GUARD ON DUTY. 

7. WE CONCLUDE THAT THE EFFECTIVENESS OF A SEARCH OF PASSENGERS' 
HAND LUGGAGE IS DEPENDENT ON THE INDIVIDUAL EFFICIENCY OF EACH 
SECURITY OFFICER. WE ARE TOLD THAT EACH OFFICER HAS RECEIVED 
SPECIAL TRAINING IN THE DETECTION OF WEAPONS AND THE IDENT- 
IFICATION OF POTENTIAL HIJACKERS OR TERRORISTS THROUGH 
CHARACTER AND PROFILE STUDIES. WE BELIEVE THAT THE INSTALLATION 
OF EQUIPMENT SUCH AS THE BENDIX X-RAY MACHINE EMPLOYED AT ROME 
WOULD GREATLY INCREASE OVERALL SECURITY EFFICIENCY. 

8. THE AIRPORT TERRACES AND OBSERVATION BANK COULD ALSO BE A 
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PROBELM. THERE IS NO RESTRAINT BARRIER ABOVE THE RAILINGS OF 
THE TERRACES. ACCESS TO THEM IS OPEN TO THE PUBLIC AND PROVIDES 
DIRECT VIEW OFTHE LOADING AND UNLOADING AREA OF AIRCRAFT. 

A TERORIST COULD EASILY FIRE FROM THESE LCOATIONS OR VAULT 
TO THE RUNWAY AREA TO MAKE AN ATTACK, OR DROP WEAPONS TO 
PASSENGERS ALREADY CLEARED TO BOARD. 

9. WE ARE TNFOR MEDTH A T TWA SECURITY OFFICERS MAKE ANNOUNCED 
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AND UNANNOUNCED INSPECTIONS AT MALPENSA AND REPORT THEIR 
FINDINGS TO ITALIAN SECURITY OFFICALS. THERE ARE MONTHLY 
MEETINGS TO DISCUSS OPERATIONS WITH ITALIAN MANAGEMENT 
OFFICIALS. TWA IS VERY MUCH CONCERNED ABOUT THE QUALITY OF 
SECURITY AT MALPENSA AND SAYS THAT IT IS WORKING WITH AIRPORT 
OFFICIALS TO IMPROVE IT. 

10. WE ARE NOT IN A POSITION TO GO MUCH BEYOND THESE OB- 
SERVATIONS. WHILE THE PRINCIPAL CONCERN OF OUR DEA STAFF REGARDS 
SURVEILLANCE OF INCOMING LUGGAGE AND PASSENGERS WHICH IT FEELS 
TO BE DEFICIENT. WE HAVE LESS PROFESSIONAL CAPABILITY FOR AND 
LESS EXPERIENCE WITH SURVEILLANCE OF DEPARTING PASSENGERS. 
HOWEVER, MY PERSONAL OBSERVATION HAS BEEN THAT OUTGOING 
SECURITY EXAMINATIONS APPEAR TO BE HAPHAZARD AND THE PERSONNEL 
FREQUENTLY INATTENTIVE TO ITS DUTY. 

1 1 .WE WOULD BE HAPPY TO ARRANGE AND MUCH WELCOME A VISIT BY 
EXPERT IN AIRPORT SECURITY PRACTICES SHOULD WASHINGTON JUDGE 
THIS TO BE ADVISABLE.FINA 
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